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Ethical Issues in Investigation of Money Laundering using a Computer Program
The case presented here is in no doubt presenting a dilemma between achieving a greater good but through violation of the individual's privacy which is right that each free human being is supposed to enjoy. However, this case is not unique because in the society, from time to time, policy implementors have to make tough choices in order to achieve a greater good in society. The case at hand indicates that there is a clear problem of money laundering which has to be addressed by trying to identify transactions that enable money laundering and arresting the perpetrators of the crime. The department of homeland security, being an agency charged with the mandate to ensure the security of people and their property and also charged with the responsibility of fighting crimes in the United States cannot sit back and watch money laundering continue to thrive. Therefore, action has to be taken, regardless of whether that action violets people’s privacy. However, the action or process has to be seen to achieve a greater good that surpasses the concern of violating people’s privacy. However, taking such action comes with critical ethical and moral issues that cannot be overlooked. The main focus of this paper is, therefore, to explore the ethical and moral issues arising from the development of a computer program that is capable of violating individual's privacy of a large population which is aimed at identifying and potentially catching the suspected few individuals suspected of money laundering. The greater good of using such a program will also be explored to see whether it is an action to be undertaken or it is extremely unethical and immoral.
Ethical Implications Arising from the use of a Computer Program with Potential to Violet Privacy of a Large Population
To begin with, money laundering is a criminal activity which involves concealing of hiding the origins of money which has been obtained illegally by passing through a series of transfers which may involve foreign banks or legitimate businesses and business organizations (Levi, 2002). Accounting for such money is usually very difficult because it cannot happen without arousing the suspicion of security agencies such as the Homeland Security Agency. This having been stated, it is clear that the main aim of money laundering is to conceal the origin of money which has been gotten illegally. There is no doubt that the use of computers to mimic money laundering transactions which are mainly transfers from one account to another, usually from one bank account to another bank in another county (Levi, 2002) will involve checking and scrutinizing as well as monitoring accounts of many people. This is because money laundering transfers can happen over larger areas and for the transactions to be identified, it will mean that millions of transactions have to be mimicked or monitored to be able to sport a suspicious transaction that can be of money laundering. Therefore, it is indeed true that the main difficulty that can arise from the project given to the information security professional, which I am part of is identifying the money laundering transactions as such amongst millions of transactions that are done all over the globe every single day. This is practically impossible for the human brain to process and that is why a computer program is needed to identify suspicious transactions that can guide investigations and lead to potential arrests of suspects of money laundering activities.
The first ethical issue that arises from the development and use of a computer program that is capable of mimicking money laundering transaction is the fact that people’s financial lives will be exposed to the investigating officers without their knowledge and this violets their privacy. In the society, the codes of ethics that govern the way the society lives and exists insist on the importance of having and allowing privacy in people’s lives, so long as such privacy is not misused for criminal offenses. A computer program that mimics money laundering transactions will have to collect data and information regarding transactions done by people and the program will make this information available to the Homeland Security and its officers without the consent of the owners of that data. This is similar to the theft of vital information regarding people's financial behaviour which is not supposed to be exposed to other people for security reasons. Therefore, the fact that collection of data using the computer program will happen by monitoring the spending habits of people when they perform activities such as shopping, sending money and transferring money to their loved ones or other people in their lives, it goes without saying that some of the data will be more personal, and much of it will show transactions that will be collected in direct violation of individual privacy (Nunan & Di Domenico, 2013) and this will affect a large population because money launders do not operate from one locality.
Another ethical issue arising from the development and use of the computer program that has potential to violet privacy of a large population is having illegal and access to people’s personal lives without themselves wanting to share such information. Even though money launders leave among us, the fact is that not all people are criminals. Therefore, the methods used to catch those criminals should be those that do not expose individual’s private life. It is unethical to be monitoring the transactions of millions of people without their consent just because one criminal has to be caught. It is immoral to be silently following a person’s financial life without him or her knowing for whatever reason. The main purpose of security agencies such as the Homeland Security Agency is to ensure that law and order is kept. Law and order are functions of the moral principles that govern the behaviour of people. Therefore, there is an ethical concern when a body charged with the responsibility of ensuring that moral principles that govern behaviour are upheld violets those very principles having illegal access to the transactions of a large population of people over a large geographical area in the name of trying to identify and potentially arresting individuals suspected of money laundering. This raises ethical concerns because the computer program will involve breaking the law in the name ensuring law and order.
This plays in what we learned in this course about violating individual privacy. In this course, we learned that codes of ethics govern people’s behaviour and they usually govern people to behaving in a societally acceptable manner. The use of computer program to monitor people’s transactions without their goes against the codes of ethics of the society because of the fact that access to information is acquired without the owners of that information wanting to share or even knowing that other people have access to it. It encompasses crime and vices both of which go against the codes of ethics regarding human individual privacy.
Analysis of the Greater Good of Investigating and Catching Money Launders.
Even though many eyes can see the use of a computer program that mimics transactions as unethical because it violets the privacy of a large number of people in the process, the fact is that there still remains a greater good in the action and process of using such a computer program. When looking at whether someone has committed a crime or not, it is crucial to look at the intentions of an action committed. Therefore, this implies that the intentions of the Homeland Security information professions to develop and use a computer program to investigate and catch money launders should be viewed from the angle of whether the action is geared towards intentional violation of privacy of people or towards protecting them from bigger harm. Money laundering is a vice that has many negative effects on the society and as such, it has to be dealt with and if possible, eliminated. This is because such an activity encourages other vices like corruption and embezzlement of funds from institutions that are supposed to benefit the public at large (Ferwerda, 2013). Therefore, even though the use of the computer program may seem to violet privacy, when it aids in the successful arrest of money launders, it helps to save a lot of money which then saves the public from experiencing difficulties brought about by problems such as corruption and fund embezzlement when money is lost through money laundering. Sometimes, the money launders can be caught and money intercepted to save people from problems such as the manufacture of narcotic drugs by drug peddlers who could be doing the money laundering (Ferwerda, 2013). These are just but few examples. Therefore, there is a greater good when money launders are caught through the use of this computer program because society is saved from grievous crimes brought about by successful money laundering.
Inc conclusion, therefore, it is undeniable that ethical and moral concerns arise from monitoring lives of people without their consent, especially when such monitoring is concentrated on vital aspects of their lives such as financial transactions. Ethics and morals demand that individual privacy has to be observed and respected unless such individual misuses it for vices such as crime. However, it must be understood that breaking a code of ethics in itself does not constitute a crime unless the intentions of such breaking of a code of ethics is established as ill. Therefore, since there is a greater good that the society can benefit from as a result of the use of a computer program that mimics money laundering transactions, especially when suspects are caught, the ethical and moral concern should not be a bid deal in such an operation by the Homeland Security Information security officials.
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